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(57) Abstract

The present invention relates to a method of ensuring the reliability of a system distributed data base, comprising several computers
which together form nodes (1, 2, 3, 49 wherein information belonging to the distributed data base is storable. A fragment comprises a
part of the data base and includes a primary replica (11) of the part and a secondary replica (21) of the part. The primary replica (11) is
stored within a first node (1) and the secondary replica (21) is stored within a second node (2), separated from the first node (1). Both data
information and log information are stored within both the primary replica (11) and the secondary replica (21). The secondary replica (21)
is updated when the primary replica (11) changes (A) and is used to re-create a primary replica should the first node (1) crash. Respective
fragment also comprises a stand-by replica (31) of the part, which is stored in a third node (3) that is separate from the first (1) and the
second (2) node. This stand-by replica (31) is updated when there is a change in the primary and secondary replicas. The stand-by replica
(31) comprises only log information.
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TITLE OF INVENTION: "Method to be used with a distributed data
base, and a system adapted to work according to the method".

TECHNICAL FIELD

The present invention relates to a method of producing back-up
replicas or safety replicas of data in nodes belonging to a
distributed data base, and of structuring a system of such
nodes, to provide a reliable system with a theoretically very
small and practically non existent risk of a total failure or

crash of the system.

A data base may be distributed in a system comprising several
computers which computers in mutual coaction form nodes on
which information belonging to the distributed data base can
be stored.

A fragment comprises a part of the data base, and includes a
primary replica of the part and a secondary replica of the

part. The primary replica 1is stored within a first node and
the secondary replica is stored within a second node that is

separated from the first node.

Respective nodes in the system includes one or more primary

and/or secondary replicas of different fragments.

Some transactions within the data base result in a change in
one or more fragments. These transactions are so called

changing transactions. Such changes are performed in the pri-
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WO 98/54660 5 PCT/SE98/01011

mary replica and the secondary replica is updated according to

the change as a part of the changing transaction.

Both data information and log information is stored within

both the primary replica and the secondary replica.

If the first node crashes then the primary replica is re-cre-

ated from information available in the secondary replica.

PRIOR ART RELATED TO THE INVENTION

It is previously known to use back-up copying or safety copy-
ing in various computer systems in order to get parallel re-

dundant systems, such as a primary system and a secondary

system. It is also know that that the loss of data in relation

to a crash of the primary system depends of how often the
secondary system is updated.

Everything that has been performed during the time between a
crash of the primary system and the latest update of the

secondary system is lost when the primary system crashes.

In data base applications it is known that several operators
or users can make use of the content of the data base through
so called "transactions", where some transaction generates
changes in the content of the data base, or changes in the

structure of the data base, so called "schema changes".

In this context it is known store to two different kinds of

information in both the primary and the secondary system.

A first kind of information is the actual content of the data
base, which in this description is called "data information".
A change in the content results in a change in both the

primary and the secondary data base.

Further information that is stored relates to the transactions

and to the schema changes that have been performed. This

BNSDOCID: <WO____9854860A2_1_>
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information is called "log information" and is stored within a
so called "log". The log information of transactions and
schema changes is also stored in a primary and secondary

fashion.

A distributed data base comprises several nodes which together
constitute a mutual system with a mutual data base. The infor-
mation within a distributed data base is distributed over the

various nodes belonging to the data base.

One node can hold a primary replica of one ore several parts
of the data base and a secondary replica of one ore several
parts of the data base. A primary replica and an associated

secondary replica is called here a fragment.

As examples of publications describing back-up copying in
systems concerning distributed data bases the following pub-

lications can be mentioned: US-A-5 404 508 and US-A-5 555 404.

The present invention can be regarded as being based on a data
base described in publication US-A-5 423 037.

This publication describes a data base built upon a so called
"shared nothing" system, meaning that every node within the
system is completely independent from the other nodes and
shares nothing that has anything to do with managing data,

such as processors,'memories or other data structures.

The publication teaches specifically that no memories can be

shared between the different nodes.

The nodes are divided into at least two groups, one first and
one second group, where the nodes in the different groups does

not share any parts, such as power supply units and cooling
fans.

The data base is divided into fragments and each fragment

comprises one primary replica and at least one stand-by

BNSDOCID: <WO___9854660A2_|_>
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replica, which is essentially a copy of the primary replica,
meaning that it comprises essentially the same information as
the primary replica. The primary replica and the stand-by
replica are stored in nodes that belong to mutually different

5 groups of nodes.

Several stand-by replicas can be used to obtain a greater
system reliability and if that is done then each stand-by
replica comprises essentially the same information as the.

10 primary replica and they are all stored in nodes that belong
to mutually different groups of nodes.

The groups of nodes are preferably symmetrical sets of nodes
on different sides of the system's "mirror dimension".
15
The records in the stand-by replicas are kept up to date by
sending all log records produced by transactions from the node
with the primary replica to the node with the corresponding
stand-by replica. The serialized log records are read and the
20 corresponding table records updated at the node of the stand-

by replica as an ongoing activity.

It shall also be mentioned that it is previously known to use
various transaction protocols as information is transferred

25 from one node to another.

Usually so called one-safe transmissions oOT two-safe trans-

missions are used.

30 In a simplified manner it can be said that in a one-safe
transmission the log information related to the transaction is
transferred from a first node to a second node. This transfer
is performed at a moment when capacity to do so is available
at the first node, which might be up to a few seconds after

35 the transaction has been requested.

BNSDOCID: <WO___9854660A2_I_>



b

10

15

20

25

30

35

WO 98/54660 5 PCT/SE98/01011
The second node uses the received log information from the
transaction to update both data end log information within
itself.

A one-safe transmission provides short response times to the
application that has requested the transaction. On the other
hand it also means that that second node is not always updated
and that some transactions might be lost should the first.node

crash.

Put simply both the first and the second node take a part in

the actual transaction in a two-safe transmission.

A request to prepare is sent at the start of a transaction,
which includes a query of asking whether a certain transaction
can be performed. Affected nodes reply to the request with
"yes" or "no". A yes means that the nodes commit themselves to
carry out the transaction if a decision is made to do so. I1If
all affected nodes reply with yes, then the transaction is
performed whereas if any node replies no then the transaction

is aborted.

The second node partakes as one of the affected nodes in a
two-safe transmission, meaning that it has to reply to whether
it can commit to perform the transaction or not. The second
node is thus updated as a part of the actual transaction, if
the transaction is performed, meaning that the second node is
always updated.

A two-safe transmission provides greater reliability than a
one-safe transmission, since the second node almost always
contains the same information as the first node. On the other
hand, in the case of two-safe transmission the time to respond
to the application that has requested the transaction may be
longer than in the case of a one-safe transmission. A two-safe
transmission also requires the transmission of more messages
between affected nodes, and thus a higher transmission

capacity than what is required in a one-safe transmission.

BNSDOCID: <WO___9854680A2_1_>
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There is nothing that prevents the use of both one-safe and
two-safe transmissions within the same system for different

transactions and/or applications.

When a node crashes, the information stored in replicas within
that node will be lost. These replicas might be primary
replicas of some fragments and secondary replicas of other
fragments. The loss of a primary replica means that a new.
primary replica must be made or re-created in another node
with the help of the information stored within the secondary
replica. The data and log information can be used to re-create
the crashed node, depending on how frequently the secondary

node is updated.

If a node crashes, causing the loss of a primary replica of a
fragment, and if the secondary replica of that fragment has
not been updated within the last two or three seconds, then
all transactions that have been performed during these
seconds, and concerning this fragment, will be lost. The

system is then inconsistent.

Even if a node only constitutes a very small part of the total
system such, inconsistency might cause the need to restart the

complete system in order to regain system consistency.

Different systems are vulnerable to inconsistencies in
different ways, and the use of one-safe transmissions may
suffice in some systems whereas other systems may require two-

safe transmissions in order to gain sufficient relisbility.

Distributed data bases used within telecommunication appli-
cations are very vulnerable to inconsistencies within the

system and must therefore be very reliable.

In large systems with several fragments distributed over
several nodes, it is more probable that both the primary and

the secondary replica in some fragment will be lost if two or

BNSDOCID: <WO__9854660A2_1_>
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more nodes crash simultaneously or immediately after one
another than in the case of small systems. This probability
increases both with the number of fragments and with the
number of nodes in the system. In large systems, such as
distributed data bases used within telecommunications appli-
cations, this probability is significant to the reliability of
the system.

The use of a primary node and a secondary node updated through
two-safe transmissions will provide great reliability provided
that only one of these nodes crashes. Two-safe transmissions
are also very time-wise and transmission-wise very expensive,
which if data packages are used means that these packages must
be made very large in order to justify the costs. Large data
packages also result in longer response times in addition to

the long response times caused by the two-safe transmissions.

Through the publication "A Survey of Online Reorganisation in
IBM Products and Research" by G. H. Sockut and B. R. Iyer,
Bulletin of the Technical Committee on Data Engineering, June
1996, wvol. 19, no. 2, it is known to let a fragment constitute
one primary replica and one so called stand-by replica, in
which only log information is stored through one-safe

transmissions.

The use of both primary and secondary replicas is sometimes
called e double system. If one part of one system is lost due
to a crash of one or several nodes the system goes from a
double system to a single system until every replica is re-
created and until the crashed node is restarted. If one or
more nodes crash in a single system then this usually results
in a total crash of the entire system. The system is thus

highly vulnerable during the time immediately after a node has
crashed.

The restart of a crashed node can takeAup to ten minutes,

meaning that a system might have to run as a single system for
this period of time.

BNSDOCID: <WO___9854860A2_I_>
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One way to lessen the vulnerability of a single system is to
let all transactions be performed directly to the disc
memories of a node, and not to the primary memories, which is
the normal case. The access time of a disc memory is longer
than the access time of a primary memory, wherefore this will
extend all response times in the system and thereby reduce the

system performance considerably.

Direct transactions to disc memories results in that all
changes are stored even if a node should crash, which is not
the case if a change is stored within a primary memory and not

vet saved to the disc memory.

SUMMARY OF THE INVENTION
TECHNICAL PROBLEMS

Taking the prior art under consideration, as aforedescribed,
and based on a data base which is distributed in a system
comprising several computers which computers in a mutual
coaction form nodes wherein information belonging to the
distributed data base can be stored, where a fragment com-
prises a part of the data base, and includes a primary replica
of the part and a secondary replica of the part, where the
primary replica is stored within a first node and the secon-
dary replica is stored within a second node that is separate
from the first node, where both data information and log
information are stored within both the primary replica and the
secondary replica, a technical problem resides in providing
high reliability of the system regarding availability when one

or several nodes crash simultaneously or immediately after one
another.

Another technical problem resides in maintaining a system

operational even when both the primary and the secondary

BNSDOCID: <WO___ 9854660A2_I_>
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replica are lost due to a crash of one or several nodes

simultaneously or immediately after one another.

I1f respective fragments includes a further replica of the
part, which is stored within a third node separate from the
first and second node, a technical problem resides in
designing such a further replica so that updating of this
replica will not require too much capacity, such as

processing-, transmission-, and storage-capacity.

Another technical problem resides in providing the possibility
of re-creating a primary replica after a crash of both the
first and second node by means of the information available in

a stand-by replica only comprising log information.

Another technical problem resides in providing an update
routine of both a secondary replica and a stand-by replica in

a time-wise effective manner.

Another technical problem resides in integrating such a
routine with the transaction concerning the primary replica as

much as possible.

Another technical problem is one of enabling the information
to be stored in a replica as the replica is changed or updated
in a time-wise effective manner both in a normal state of the

system and in a single system state.

SOLUTION

In order to provide a solution to one or more of the previ-
ously described technical problems is the present invention
based on a method to ensure the reliability of a distributed
data base, which data base may be distributed in a system
comprising several computers, which computers in a mutual
coaction form nodes wherein information belonging to the

distributed data base is storable.
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A ffagment comprises a part of the data base, and includes a
primary replica of the part, a secondary replica of the part,
and a stand-by replica of the part. The primary replica is
'stored within a first node, the secondary replica is stored
within a second node that is separate from the first node, and
the stand-by replica is stored within a third node that is

separate from the first and second node.

Respective nodes in the system include one or more primary,

secondary and/or stand-by replicas of different fragments.

Some transactions within the data base results in a change in
one or several fragments. These transactions are so called
changing transactions. Such changes are performed in the pri-
mary replica and the secondary and stand-by replica are

updated according to the change.

Both data information and log information are stored within

both the primary replica and the secondary replica.

If the first node crashes then the primary replica is re-cre-

ated through information available at the secondary replica.

Respective nodes thus hold a number of primary, secondary and

stand-by replicas belonging to different fragments.

From the starting point of such a method the present invention
teaches specifically that, in order not to require to much
capacity for the updating of the stand-by replica, the stand-

by replica only comprises log information.

This log information can be used to re-create a primary
replica should a first or second node crash, even though this
might require more time than what would have been necessary 1f
both the data information and the log information had been
available in the third node.

BNSDOCID: <WO___8854660A2_I_>
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The present invention presents three different ways of using

the stand-by replica in the re-creation of a primary replica.

The primary replica can be re-created by using the log
information in the stand-by replica together with the data

information in the first node.

Alternatively, the primary replica can be re-created from the
log information in the stand-by replica together with the data

information in the second node.

In order to provide a third way of using the log information
from a stand-by replica in the re-creation of a primary
replica, the present invention teaches that that the data
information belonging to the primary and/or secondary replica
is stored on a disc which is shared with the third node. This
enables the primary replica to be re-created from the log
information in the stand-by replica together with the data

information on the shared disc.

The present invention also relates to a system according to
the aforegoing that is adapted to work in accordance with the
inventive method, where respective fragments include a stand-
by replica which is storable in a third node and which
comprises only log information, and where respective node
include a number of primary, secohdary and stand-by replicas

of different fragments.

The present invention teaches that, with the purpose of provi-
ding an effective update procedure of the various replicas,
the updating procedure is a part of the changing transaction

and that respective replicas are updated through a two-safe

transmission.

The present invention also teaches a system where data infor-
mation related to the primary replica is storable on a first
data-disc belonging to the first node, where data information

related to the secondary replica is storable on a second data-

BNSDOCID: <WO___9854660A2_|_>
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disc belonging to the second node, and where the first and/or
second data-disc is directly accessible to the third node, for

instance by being a shared disc with the third node.

With the intention of providing a time effective and safe
storage of information as a replica is changed or updated, the
present invention teaches that such storage of information is
effected in a primary memory belonging to respective nodej
that the information is transferred to the disc memory in
guestion at a sﬁitable point in time, but that, if the system
is in a single system state, the log information is stored

directly on the disc memory in question.

ADVANTAGES

Those advantages that are primarily afforded by an inventive
method and system reside in the possibilities of providing a
system that is much more reliable than known systems of this

nature.

The secondary replica provides a security with information
that is continuously updated in every transaction. This
replica is instantly available for re-creation of a lost pri-
mary replica, since both data and log information is
available. The stand-by replica enables the system to be kept
in a double system state even when one or more nodes have
crashed, and the critical transition to a single system will

occur much more seldomly than known systems of this nature.

In certain applications, such as in telecommunication appli-
cations, a system can comprise a very large number of nodes.
If both the primary and the secondary replica of the same
fragment is lost simultaneously then this fragment can be re-
created through the stand-by replica, even though this may re-
quire some time to effect. With the present technology it
takes from a few seconds'to approximately two minutes to re-
create a primary replica from the information that is

available in a stand-by replica, depending on different

BNSDOCID: <WOQ___8854660A2_)_>
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circumstances. The rest of the system is still available
during this time and can work but without access to the

information stored within the lost fragment.

The increase in respective fragments incurred by a stand-by
replica in accordance with the present invention is an
inexpensive way of providing a more reliable system. It
requires no great expense related to processors, while
expenses related to storage space in memories can be

disregarded.

The main characteristic features of a method according to the
present invention are set forth in the characterizing clause
of claim 1, and the main characteristic features of a system
according to the present invention are set forth in the

characterizing clause of claim 9.

BRIEF DESCRIPTION OF THE DRAWINGS

A method and a system having the features characteristic of
the present invention will now be described in more detail by
way of example with reference to the accompanying drawings, in
which

Figure 1 is a schematic highly simplified illustration of a
part of a system related to a distributed data
base,

Figure 2 is a schematic illustration of an alternative em-
bodiment of a part of a system related to a distri-
buted data base, and

BNSDOCID: <WO___9854860A2_1_>
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Figure 3 is a schematic illustration of an alternative path
for messages in relation to a distributed trans-

action.

5 DESCRIPTION OF PROPOSED EMBODIMENTS

Figure 1 illustrates schematically a part of a system related
to a distributed data base, comprising several computers,
which computers in a mutual coaction form nodes in which '

10 information belonging to the distributed data base can be
stored. The figure shows some of these nodes/computers 1, 2, 3
and 4.

A fragment of a data base comprises a part of the data base,
15 and includes a primary replica 11 of the part and a secondary
replica 21 of the part.

The primary replica 11 is stored within a first node 1 and the
secondary replica 21 is stored within a second node 2, sepa-
20 rated from the first node 1.

Respective nodes comprise thus one or more primary and/or
secondary replicas of different fragments. This spreads the
risk of the loss of a complete fragment should one or more
25 nodes crash. A node can crash due to the crash of a computer
belonging to that node, or due to the crash of a disc memory
where the required information is stored, or because of the

unavailability of a node due to transmission problems etc.

30 Some transactions within the data base result in a change in
the data base, and thus a change in one or more fragments.
These transactions are so-called changing transactions. Figure
1 shows how a node 4 requires a transaction A which causes a
change in the primary replica 1l1l. The transaction comprises an

35 update procedure of the secondary replica 21, for example

through a communicafion B between the first 1 and the second 2
node.
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Both data information and log information are stored within
both the primary replica 11 and the secondary replica 21.
Figure 1 shows that this information is stored on a data-disc
114, 21d, and a log-disc 111, 211 belonging to respective node
1, 2. In practice, these discs can be formed by one single
disc or, as shown in the figure, two separate discs. One and
the same physical disc may form the data-disc for one fragment

and the log-disc for another fragment.

Figure 1 shows a first data-disc 11d and a first log-disc 111
belonging to the first node 1, and a second data-disc 21d and

a second log-disc 211 belonging to the second node 2.

1f the first node 1 crashes then the primary replica can be
re-created through data and log information available in the
secondary replica 21. The manner in which this is done belongs
to prior art and this description will not be burdened with a

detailed description of such measures.

Respective fragment also comprises a stand-by copy 31 of the
part, which is stored within a third node 3, separated from

the first 1 and second 2 node.

This means that respective nodes include one or several
primary, secondary and/or stand-by replicas of different
fragments. This is a further distribution of the risk of the
loss of a complete fragment should one or several nodes crash
simultaneously or immediately after one another. The
probability of losing two out of three replicas, primary,
secondary or stand-by, for any one fragment is relatively high
should two or more nodes crash. The probability of losing all
three replicas for any one fragment is much smaller. The
reliability of the system is thus increased considerably by

adding a stand-by replica to respective fragment.

The stand-by replica 31 can be updated when a change is made
in the secondary replica 21 through a communication C between
the second 2 and the third 3 node.

BNSDOCID: <WO___0854660A2_!_>
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The present invention teaches specifically that the stand-by
replica 31 only stores received log information without
executing the same in order to minimize required storage space
and processing capacity. This means that the stand-by replica
31 will not include any data information. The third node 3 is
thus, according to figure 1, given a third log-disc 311.

This log information can be used to re-create a primary

replica should either the first or second node 1, 2 crash.

This can be achieved by using the log information in the
stand-by replica 31 together with the data information in the
first node 1 or the second node 2 in re-creating the primary
replica, as is most convenient when taking the availability of
the data information in the first 1 or second 2 node into
consideration.

In an alternative embodiment, the data-disc belonging to the
primary 11 and/or secondary 21 replica is shared with the
third node 3. This embodiment is illustrated in Figure 2,
where, as an example, the data-disc 214’ belonging to the
secondary replica 21 is a shared disc that enables the primary
replica to be re-created from the log information in the

stand-by replica 31 and the data information in the shared
data-disc 21d’'.

The present invention teaches that, in order to make the up-
dating procedure more effective, the communication between the
first 1 and the second 2 node (B), and between the second 2
and the third 3 node (C), constitutes a part of the changing
transaction A and that it is performed through two-safe trans-
missions, as illustrated with double headed arrows. This
allows respective affected nodes 1, 2, 3 to partake in the
decision as to whether the transaction shall be performed or
not. This insures that every affected node 1, 2, 3 and every
replica 11, 21, 31 within a fragment will be updated directly
in relation to the changing transaction A.
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A transaction that concerns several nodes in this manner is
also called a distributed transaction. These transactions are
previously known and will not be described in more detail
here. A reference is nevertheless made a to a patent appli-
cation with the title "Method for transaction within a distri-
buted data base", with the SE application number 97 02014-3,
where a transaction protocol which is specifically suitable

for this kind of distributed transactions is described.

In the previous description, and according to figures 1 and 2,
the updating of the secondary and stand-by replicas is per-
formed through a serial transmission of messages from the
first node 1 to the second node 2 and so on to the third node

3, where the transaction originates from a node 4.

There is nothing that prevents this updating procedure, which
is a part of the transaction, from being commenced directly
from the node 4, as shown in figure 3. This figure illustrates
that the request A' for a transaction is sent to the first
node 1, and that the transaction also includes an update
message of the secondary replica 21 through a two-safe
transmission B' from node 4 directly to the second node 2, and
an update message of the stand-by replica 31 through a two-

safe transmission C' from node 4 directly to the third node 3.

As a replica 11, 21, 31 is updated the information concerned
is stored only in a primary memory llp, 21p, 31lp belonging to
respective node 1, 2, 3 during the actual transaction. The
transmission of log information from respective primary memory
to disc memories is performed whenever suitable for respective
nodes, such as when a primary memory buffer within respective
primary memory is full, in order to optimize used disc
capacity.

The present invention teaches a possible embodiment where the
updating of respective replica is done directly to concerned
disc memories 114, 111, 21d, 211, 314, 311 regardless of avai-

BNSDOCID: <WO___9854660A2_|_>
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lable memory space in respective primary memory llp, 21lp, 31p

if the system is in a single system state.

The system will go into a single system state whenever a crash

S of a number of nodes causes only one replica within any frag-
ment to be available, for instance the secondary replica 21 of
a fragment. In this case the data information is stored
directly on the data-disc 214 and the log information is
stored directly on the log-disc 211 during the actual

10 transaction.

This is done to eliminate the risk of losing information
should the remaining node 2 also crash, in which case this
information would have been lost if been sfored solely in the
15 primary memory 21lp. It should be mentioned that storing
direcctly to the disc memories 214, 211 requires longer time
than to store information in the primary memory 21p due to the

access times of the disc memories.

20 It will be understood that the invention is not restricted to
the aforedescribed and illustrated exemplifying embodiments
thereof and that modifications can be made within the scope of

the inventive concept as apparent from the following Claims.
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CLAIMS

1. A method of ensuring the reliability of a distributed data
base, that is distributed in a system comprising several
computers which together form nodes wherein information
belonging to said distributed data base can be stored, where a
fragment comprises a part of said data base and includes é
primary replica of said part, a secondary replica of said
part, and a stand-by replica of said part, where said primary
replica is stored within a first node, said secondary replica.
is stored within a second node that is separate from said
first node, and said stand-by replica is stored within a third
node that is separate from said first and said second nodes,
where respective nodes include one Or more primary, secondary
and/or stand-by replicas of different fragments, where some
transactions within the data base are changing transactions
that result in changes in said fragment, which changes are
performed in said primary replica, where said secondary
replica and said stand-by replica are updated accordingly,
where both data information and log information are stored
within both said primary replica and said secondary replica,
and where said secondary replica is used to re-create a
primary replica should said first node crash, c h a r -

a c t e r i z e 4 in that said stand-by replica

comprises only log information.

2. A method according to Claim 1, c h a r a c t e -
r i z e d in that said log information is used to re-

create a primary and/or a secondary replica should said first
and/or said second node crash.

3. A method according to Claims 1 and 2, c h a r a c -
t e r i z e d in that said updating of said secondary
replica and said stand-by replica constitutes a paft of said

changing transaction, and that said updating of said secondary
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replica and said stand-by replica is performed through a two-

safe transmission.

4. A method according to Claim 2 or 3, c h a r a c -

t e r i z e d in that re-creation of said primary and/or
secondary replicas is effected from said log information in
said stand-by replica and from said data information in said

primary replica.

5. A method according to Claim 2 or 3, c h a r a c -

t e r i z e d in that re-creation of said primary and/or
secondary replicas is effected from said log information in
said stand-by replica and from said data information in said

secondary replica.

6. A method according to Claim 2 or 3, c¢c h a r a c -

t e r i z e d in that said data information belonging to
said primary and/or said secondary replica is stored on a
shared disc with said third node, and that re-creation of said
primary and/or secondary replicas is affected from said log
information in said stand-by replica and from said data

information in said shared disc.

7. A method according to Claim 2 or 3, where the storage of
information as a replica is changed or updated is done in a
primary memory belonging to respective node, and where said
information is transferred from said primary memory to the
disc memory in gquestion at a suitable point in time,

c h a r a ¢c t e r i z e d in that when the system
goes into a single system state, said information is stored

directly to the disc memory in question.

8. A system related to a distributed data base, comprising
several computers which together form nodes wherein
information belonging to said distributed data base can be
stored, where a fragment comprises a part of said data base
and includes a primary replica of said part, a secondary

replica of said part, and a stand-by replica of said part,
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where a first node is adapted to store said primary replica, a
second node, separated from said first node, is adapted to
store said secondary replica, and a third node, separated from
said first and said second node, is adapted to store said
stand-by replica, where respective nodes are adapted to com-
prise one or several primary, secondary and/or stand-by
replicas of different fragments, where some transactions
within the data base are changing transactions that result in
changes in said fragment, which changes are performed in said
primary replica, where said secondary replica and said stand-
by replica are updated accordingly, where both data
information and log information are stored within both said
primary replica and said secondary replica, c h a r -

a c t e r i z e d in that said stand-by replica is

adapted to comprise only log information.

9. A method according to Claim 8, c h a r a c -

t e r i z e d in that said updating of said secondary
replica and said stand-by replica constitutes a part of said
changing transaction, and that said updating of said secondary
replica and said stand-by replica is performed through a two-

safe transmission.

10. A system according to Claim 8 or 9, where a first data-disc
belonging to said first node is adapted to store said data
information belonging to said primary replica, and where a
second data-disc belonging to said second node is adapted to
store said data information belonging to said secondary
replica, c h a r a c¢c t e r i z e d in that said
first and/or said second data-disc is directly accessible to
said third node, for example by virtue of being shared with
said third node.

11. A system according to Claim 8 or 9, where respective node
is adapted to store relevant information as a replica is
changed or updated in a‘primary memory belonging to respective
node, and where respective nodes are adapted to transfer said

information from said primary memory to the disc memory in
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guestion at a suitable point in time, such as when a primary
memory buffer within respective primary memory is full,

c h ar ac t e r i z e d in that respective nodes
are adapted to store said information directly to the disc
5 memory in question when the system goes into a state of single

system.
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(57) Abstract

The present invention relates to a method of ensuring the reliability of a system distributed data base, comprising several computers
which together form nodes (1, 2, 3, 4) wherein information belonging to the distributed data base is storable. A fragment comprises a
part of the data base and includes a primary replica (11) of the part and a secondary replica (21) of the part. The primary replica (11) is
stored within a first node (1) and the secondary replica (21) is stored within a second node (2), separated from the first node (1). Both data
information and log information are stored within both the primary replica (11) and the secondary replica (21). The secondary replica (21)
is updated when the primary replica (11) changes (A) and is used to re—create a primary replica should the first node (1) crash. Respective
fragment also comprises a stand-by replica (31) of the part, which is stored in a third node (3) that is separate from the first (1) and the
second (2) node. This stand-by replica (31) is updated when there is a change in the primary and secondary replicas. The stand-by replica
(31) comprises only log information.
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(87) Abstract
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